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Summary



A mechanism for allowing applications access to user 
resources held in third-party services such as:
• Google
• Microsoft Office 365
• Facebook
• And many, many more

Without the user having to share their credentials with the 
applications, while limiting the “scope” and duration of that 
access

What is OAuth2?



• OAuth2 is generally used to access  REST APIs
• REST: REpresentational State Transfer
• An HTTP mechanism where each operation is 

represented by a specific combination of URI 
and HTTP verb

• Data interchange is usually via JSON 
(JavaScript Object Notation)

REST APIs



REST APIs generally use a wider set of verbs 
than the familiar GET and POST, providing the 
equivalent of database CRUD operations:
• POST Creates (or Updates) data
• GET Reads data
• PATCH Updates data
• DELETE Deletes data (Well... Doh!)

• PUT also Creates data
(PUT is less commonly used than the others - POST is the usual "create" verb)

HTTP Verbs



• The first step is to register your application with the 
service provider in question

• Usually involves first signing up as a developer for that 
provider – free in most cases (not MS)

• You provide a name for the app and a “redirect URL” 
(and usually more)

• On registering, your app you will be given a “client ID” 
and a “client secret” (or “key”) for it to use to identify 
itself to the provider

Getting Started



• Your application should use the OAuth2 DataFlex library
• Copy the OAuth2.js and use it in your index.html
• Drag an OAuth2 component into a WebView
• Set its properties (there are many, but only a few need be 

set in most cases)
• Define pre- and post-login behaviours, as well as those 

for login failure
• Have a mechanism for triggering the login process - Send 

Login of the OAuth2 object

The DataFlex OAuth2 Component



• The OAuth2 authentication and 
authorisation process is somewhat 
complicated (although less so than its 
predecessor, OAuth1)

• It involves multiple actors and interactions 
in what is sometimes called…

The OAuth Dance

Using OAuth2
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OAuth2 Practical



So now we have a big pile of returned JSON

What are we going to do with it?

Next Steps



Lightweight data exchange format (see JSON.org)
Used by DataFlex web framework
Also used by most REST APIs
Only six data types:

● String: "Abcd"
● Number: 22 or 123.456 or 3.1415e2
● Boolean: true or false
● Null: Null
● Object: {"name": val, "name": val, "name": val}
● Array: [val, val, val]

JSON



Most service providers give sample JSON

If not, you can always just make a call and examine the 
result

How do we get this mass of data into a form we can work 
with?

JSON



When I started, I manually created the required structs

Then I used Sture Andersen's VDFXray program to generate 
packages which had functions for translating JSON data into 
the structs and from the structs into JSON data

These rest on top of Sture's JsonFunctions package - part of 
his StureApsPublicLib library

JSON



Manually creating those structs is tedious, time consuming 
and error-prone

So I wrote a program to analyse the JSON (again, making use 
of Sture's JsonFunctions.pkg) and write packages which 
contained both the structs and the handler code for them

RESTGen

JSON



RESTGen Practical



Practical - Finish



Questions?


